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Overview	
  
•  Chapter	
  1:	
  Introduc<on	
  

– Quick	
  overview	
  of	
  field	
  
– Learn	
  some	
  terminology	
  

•  Network	
  layers	
  
– How	
  we	
  break	
  up	
  a	
  very	
  complicated	
  system	
  

•  A.acking	
  networks	
  
•  History	
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Networks	
  are	
  complex,	
  
with	
  many	
  "pieces":	
  

– hosts	
  
–  routers	
  
–  links	
  of	
  various	
  media	
  
– applica<ons	
  
– protocols	
  
– hardware,	
  soGware	
  

Ques9on:	
  	
  
is	
  there	
  any	
  hope	
  of	
  organizing	
  

structure	
  of	
  network?	
  
	
  

….	
  or	
  at	
  least	
  our	
  discussion	
  of	
  
networks?	
  

Protocol	
  layers	
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Dealing	
  with	
  complex	
  systems:	
  
•  Explicit	
  structure	
  allows	
  iden<fica<on,	
  rela<onship	
  
of	
  complex	
  system's	
  pieces	
  
–  Layered	
  reference	
  model	
  for	
  discussion	
  

•  Modulariza<on	
  eases	
  maintenance,	
  upda<ng	
  of	
  
system	
  
–  Change	
  of	
  implementa<on	
  of	
  layer's	
  service	
  transparent	
  
to	
  rest	
  of	
  system	
  

•  Layering	
  considered	
  harmful?	
  
–  Duplicated	
  func<onality	
  in	
  layers	
  
–  Some<mes	
  layers	
  may	
  really	
  need	
  to	
  "peek"	
  at	
  
informa<on	
  in	
  another	
  layer	
  

Why	
  layering?	
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Edsger	
  Dijkstra	
  
March	
  1968	
  Communica<ons	
  of	
  the	
  ACM	
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•  Applica9on:	
  	
  
–  Suppor<ng	
  network	
  applica<ons	
  
–  e.g.	
  FTP,	
  SMTP,	
  HTTP	
  

•  Transport:	
  	
  
–  Process-­‐process	
  data	
  transfer	
  
–  e.g.	
  TCP,	
  UDP	
  

•  Network:	
  	
  
–  Rou<ng	
  of	
  datagrams	
  from	
  source	
  to	
  dest	
  
–  e.g.	
  IP,	
  rou<ng	
  protocols	
  

•  Link:	
  	
  
–  Transfer	
  between	
  neighboring	
  	
  elements	
  
–  e.g.	
  Ethernet,	
  802.11	
  (WiFi),	
  PPP	
  

•  Physical:	
  	
  
–  Bits	
  "on	
  the	
  wire"	
  

application 
 

transport 
 

network 
 

link 
 

physical 

Internet	
  protocol	
  stack	
  

MESSAGE	
  

SEGMENT	
  

DATAGRAM	
  

FRAME	
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•  All	
  roads	
  go	
  through	
  IP	
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Internet	
  protocol	
  graph	
  	
  

Another	
  view	
  of	
  the	
  
Internet	
  architecture.	
  	
  

Subnetwork	
  is	
  oGen	
  called	
  
network	
  or	
  link	
  layer.	
  

Internet	
  architecture	
  



"We	
  reject	
  kings,	
  presidents	
  and	
  
vo<ng.	
  We	
  believe	
  in	
  rough	
  
consensus	
  and	
  running	
  code."	
  
	
  -­‐David	
  Clark	
  

•  No	
  strict	
  layering	
  	
  
– Applica<on	
  can	
  bypass	
  layers	
  if	
  need	
  be	
  

	
  
•  New	
  protocols:	
  	
  

– Approval	
  requires	
  specifica<on	
  and	
  working	
  code	
  
–  Internet	
  Engineering	
  Task	
  Force	
  (IETF)	
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Internet	
  architecture	
  



•  Presenta9on:	
  	
  
–  Allow	
  applica<ons	
  to	
  interpret	
  data	
  
–  e.g.,	
  encryp<on,	
  compression,	
  machine-­‐
specific	
  conven<ons	
  

•  Session:	
  	
  
–  Synchroniza<on,	
  checkpoin<ng,	
  recovery	
  
of	
  data	
  exchange	
  

•  Internet	
  stack	
  "missing"	
  these	
  layers!	
  
–  These	
  services,	
  if	
  needed,	
  must	
  be	
  
implemented	
  in	
  applica<on	
  

application 
 

presentation 
 

session 
 

transport 
 

network 
 

link 
 

physical 

ISO	
  OSI	
  reference	
  model	
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ISO	
  OSI	
  reference	
  model	
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Layers	
  compared	
  



•  High-­‐level	
  messages	
  encapsulated	
  in	
  low-­‐level	
  
messages	
  
– Headers/footer	
  get	
  added	
  by	
  each	
  layer	
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Encapsula<on	
  

MESSAGE	
  

SEGMENT	
  

DATAGRAM	
  

FRAME	
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•  Field	
  of	
  network	
  security:	
  
– How	
  can	
  bad	
  guys	
  a.ack	
  computer	
  networks?	
  
– How	
  can	
  we	
  defend	
  networks	
  against	
  a.acks?	
  
– How	
  to	
  design	
  architectures	
  immune	
  to	
  a.acks?	
  

•  Internet	
  not	
  originally	
  designed	
  with	
  (much)	
  
security	
  in	
  mind	
  
– Original	
  vision:	
  "a	
  group	
  of	
  mutually	
  trus<ng	
  
users	
  a.ached	
  to	
  a	
  transparent	
  network"	
  J	
  

–  Internet	
  protocol	
  designers	
  playing	
  "catch-­‐up"	
  
– Security	
  considera<ons	
  in	
  all	
  layers!	
  

Network	
  security	
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•  Malware	
  can	
  get	
  into	
  host	
  from:	
  
–  Virus:	
  self-­‐replica<ng	
  infec<on	
  by	
  receiving/
execu<ng	
  	
  object	
  (e.g.,	
  e-­‐mail	
  a.achment)	
  

–  Worm:	
  self-­‐replica<ng	
  infec<on	
  by	
  passively	
  
receiving	
  object	
  that	
  gets	
  itself	
  executed	
  

•  Spyware	
  malware	
  	
  
–  Record	
  keystrokes,	
  web	
  sites	
  visited,	
  upload	
  
info	
  to	
  collec<on	
  site	
  

•  Infected	
  host	
  can	
  be	
  enrolled	
  in	
  botnet	
  
–  Used	
  for	
  spam,	
  Distributed	
  Denial	
  of	
  Service	
  
(DDoS)	
  a.acks	
  

Bad	
  guys:	
  malware	
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1)  Select	
  target	
  
2)  Break	
  into	
  hosts	
  around	
  the	
  

network	
  (see	
  botnet)	
  
3)  Send	
  packets	
  to	
  target	
  from	
  

compromised	
  hosts	
  
target 

Bad	
  guys:	
  a.acking	
  servers/network	
  

•  Denial	
  of	
  Service	
  (DoS)	
  a.ack	
  
–  A.ackers	
  make	
  resources	
  (e.g.	
  server,	
  
bandwidth)	
  unavailable	
  to	
  legi<mate	
  traffic	
  by	
  
overwhelming	
  resources	
  with	
  bogus	
  traffic	
  

–  Distributed	
  Denial	
  of	
  Service	
  (DDoS)	
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Packet	
  "sniffing":	
  	
  
– Broadcast	
  media	
  (shared	
  Ethernet,	
  wireless)	
  
– Promiscuous	
  network	
  interface	
  	
  

•  Reads/records	
  all	
  packets	
  (e.g.	
  including	
  passwords!)	
  
passing	
  by	
  

v  wireshark software used for end-of-chapter labs is a (free) packet-sniffer 

A 

B 

C 

src:B dest:A     payload 

Bad	
  guys	
  can	
  sniff	
  packets	
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A 

B 

C 

src:B dest:A     payload 

…	
  lots	
  more	
  on	
  security	
  (throughout,	
  Chapter	
  8)	
  

Bad	
  guys	
  can	
  use	
  fake	
  addresses	
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IP	
  spoofing:	
  
– Send	
  packet	
  with	
  false	
  source	
  address	
  



•  1961:	
  	
  
–  Kleinrock,	
  queueing	
  theory	
  shows	
  effec<veness	
  of	
  packet-­‐switching	
  

•  1964:	
  	
  
–  Baran,	
  packet-­‐switching	
  in	
  military	
  nets	
  

•  1967:	
  	
  
–  ARPAnet	
  conceived	
  by	
  Advanced	
  Research	
  Projects	
  Agency	
  

•  1969:	
  	
  
–  First	
  ARPAnet	
  node	
  opera<onal	
  

•  1972:	
  
–  ARPAnet	
  public	
  demo	
  
–  NCP	
  (Network	
  Control	
  Protocol)	
  first	
  host-­‐host	
  protocol	
  
–  First	
  e-­‐mail	
  program	
  

1961-­‐1972:	
  Early	
  packet-­‐switching	
  principles	
  

Internet	
  history	
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The	
  Internet:	
  1969	
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The	
  Internet:	
  1971	
  



•  1970:	
  	
  
–  ALOHAnet	
  satellite	
  network	
  in	
  

Hawaii	
  
•  1974:	
  

–  Cerf	
  and	
  Kahn,	
  architecture	
  for	
  
interconnec<ng	
  networks	
  

•  1976:	
  
–  Ethernet	
  at	
  Xerox	
  PARC	
  

•  Late	
  70's:	
  
–  Proprietary	
  architectures:	
  DECnet,	
  

SNA,	
  XNA	
  
–  Switching	
  fixed	
  length	
  packets	
  

(ATM	
  precursor)	
  
•  1979	
  

–  ARPAnet	
  has	
  200	
  nodes	
  

1972-­‐1980:	
  Internetworking,	
  new	
  and	
  proprietary	
  nets	
  

Internet	
  history	
  

Cerf	
  and	
  Kahn's	
  
internetworking	
  principles:	
  
–  Minimalism,	
  autonomy	
  -­‐	
  no	
  
internal	
  changes	
  required	
  to	
  
interconnect	
  networks	
  

–  Best	
  effort	
  service	
  model	
  
–  Stateless	
  routers	
  
–  Decentralized	
  control	
  
Define	
  today's	
  Internet	
  
architecture	
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The	
  Internet:	
  1973	
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The	
  Internet:	
  1975	
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The	
  Internet:	
  1977	
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The	
  Internet:	
  1979	
  



•  1982:	
  
–  SMTP	
  e-­‐mail	
  protocol	
  defined	
  

•  1983:	
  
–  Deployment	
  of	
  TCP/IP	
  
–  DNS	
  defined	
  for	
  name-­‐to-­‐IP	
  

address	
  transla<on	
  
•  1985:	
  

–  FTP	
  protocol	
  defined	
  
•  1986:	
  

–  Conges<on	
  collapse	
  
–  NSF	
  backbone,	
  32	
  kbps	
  -­‐>	
  40	
  bps	
  

•  1988:	
  
–  TCP	
  conges<on	
  control	
  

1980-­‐1990:	
  new	
  protocols,	
  a	
  prolifera9on	
  of	
  networks	
  

Internet	
  history	
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•  New	
  na<onal	
  networks:	
  
– CSNET,	
  BITNET,	
  NSFNET,	
  Minitel	
  

•  100,000	
  hosts	
  connected	
  to	
  
confedera<on	
  of	
  networks	
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The	
  Internet:	
  1987	
  



•  Early	
  1990's:	
  
–  ARPAnet	
  decommissioned	
  

•  1991:	
  
–  NSF	
  liGs	
  restric<ons	
  on	
  commercial	
  use	
  of	
  NSFnet	
  

•  Early	
  1990's:	
  
–  Web	
  based	
  on	
  hypertext	
  
–  [Bush	
  1945,	
  Nelson	
  1960's]	
  

•  Late	
  1990's:	
  
–  Commercializa<on	
  of	
  the	
  web	
  

•  2000's:	
  
–  More	
  killer	
  apps:	
  instance	
  messaging,	
  P2P	
  file	
  sharing	
  
–  Network	
  security	
  becomes	
  important	
  
–  Es<mated	
  50	
  million	
  hosts,	
  100+	
  million	
  users	
  
–  Backbone	
  links	
  running	
  at	
  Gbps	
  

1990,	
  2000's:	
  commercializa9on,	
  the	
  Web,	
  new	
  apps	
  

Internet	
  history	
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The	
  Internet:	
  1999	
  





•  1989	
  Tim	
  Berners-­‐Lee	
  at	
  CERN	
  
•  1990	
  HTTP/0.9,	
  HTML,	
  URLs,	
  

first	
  text-­‐based	
  browser	
  
•  1993	
  Marc	
  Andreesen	
  releases	
  

NCSA	
  Mosaic,	
  graphical	
  browser	
  
•  1993	
  CERN	
  agrees	
  to	
  release	
  

protocol	
  royalty-­‐free	
  
•  1994	
  Andreesen	
  forms	
  Netscape	
  	
  
•  1994	
  W3C	
  formed,	
  

standardizing	
  protocols,	
  
encouraging	
  interoperability	
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A	
  short	
  history	
  of	
  the	
  web	
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•  1994+	
  Browser	
  wars	
  between	
  
Netscape	
  and	
  IE	
  

•  1990s-­‐2000	
  Dot	
  com	
  era	
  

A	
  short	
  history	
  of	
  the	
  web	
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"In	
  the	
  Web's	
  first	
  genera<on,	
  Tim	
  Berners-­‐Lee	
  launched	
  the	
  
Uniform	
  Resource	
  Locator	
  (URL),	
  Hypertext	
  Transfer	
  Protocol	
  
(HTTP),	
  and	
  HTML	
  standards	
  with	
  prototype	
  Unix-­‐based	
  servers	
  and	
  
browsers.	
  	
  
	
  

A	
  few	
  people	
  no<ced	
  that	
  the	
  	
  
Web	
  might	
  be	
  be.er	
  than	
  Gopher.	
  	
  
	
  

In	
  the	
  second	
  genera<on,	
  Marc	
  Andreessen	
  and	
  Eric	
  Bina	
  developed	
  
NCSA	
  Mosaic	
  at	
  the	
  University	
  of	
  Illinois.	
  	
  
	
  

Several	
  million	
  then	
  suddenly	
  no<ced	
  that	
  the	
  	
  
Web	
  might	
  be	
  be.er	
  than	
  sex.	
  	
  
	
  

In	
  the	
  third	
  genera<on,	
  Andreessen	
  and	
  Bina	
  leG	
  NCSA	
  to	
  found	
  
Netscape..."	
  
	
  

	
  MicrosoG	
  and	
  Netscape	
  open	
  some	
  new	
  fronts	
  in	
  escala9ng	
  Web	
  Wars	
  
	
  By	
  Bob	
  Metcalfe,	
  InfoWorld,	
  August	
  21,	
  1995,	
  Vol.	
  17,	
  Issue	
  34.	
  



2005-­‐present	
  
•  ~	
  750	
  million	
  hosts	
  

–  Smartphones	
  and	
  tablets	
  

•  Aggressive	
  deployment	
  of	
  broadband	
  access	
  
•  Increasing	
  ubiquity	
  of	
  high-­‐speed	
  wireless	
  access	
  
•  Emergence	
  of	
  online	
  social	
  networks:	
  	
  

–  Facebook:	
  soon	
  one	
  billion	
  users	
  
•  Service	
  providers	
  (Google,	
  MicrosoG)	
  create	
  their	
  own	
  

networks	
  
–  Bypass	
  	
  Internet,	
  providing	
  fast	
  access	
  to	
  search,	
  email,	
  …	
  

•  E-­‐commerce,	
  universi<es,	
  enterprises	
  running	
  their	
  
services	
  in	
  the	
  "cloud"	
  (e.g.	
  Amazon	
  EC2)	
  

Internet	
  history	
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Chapter	
  1:	
  summary	
  
•  Internet	
  overview	
  
•  What's	
  a	
  protocol?	
  
•  Network	
  edge,	
  core,	
  access	
  networks	
  

–  Packet-­‐switching	
  vs.	
  circuit-­‐switching	
  
–  Internet	
  structure	
  

•  Performance	
  
–  Loss,	
  delay,	
  throughput	
  

•  Layering,	
  service	
  models	
  
•  Security	
  
•  History	
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You now have:  
•  Context, overview, "feel" 

of networking 

•  More depth and details to 
follow! 


